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1. All rights reserved.
2.The contents of this manual are subject to change without prior notice.

3. Notwithstanding the above two items, Canon has no responsibility for any effects
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1. Overview

1.1. Introduction

This user manual describes the operating procedure for “Firmware Upgrade Tool” (hereafter referred to as “Firmware
Tool”), which is used to update the firmware on Canon Network Cameras.
The firmware of up to 30 cameras can be updated at the same time.

Trademarks
e Canon and the Canon logo are registered trademarks of Canon Inc.

e Microsoft, Windows, Windows Server, Windows Vista, Internet Explorer, and Excel are registered trademarks of
Microsoft Corporation in the United States and other countries.

e Windows is legally recognized as Microsoft Windows Operating System.

e Other product and company names in this manual may be trademarks or registered trademarks of their respective
owners.

[ Important

e Do not run multiple instances of the tool on the same PC. Although this tool can coexist with an older version, operation is not
guaranteed in such cases.

e Do not disconnect or turn off the camera during the update process. Doing so may damage the camera.

e |f a power outage occurs while firmware update is in progress and the update is unable to complete properly, the firmware on the
camera may be damaged.
If the camera cannot be accessed even after the power is restored, consult your dealer.

e Do not run Firmware Tool on multiple PCs connected to the same network at the same time. Doing so may damage the camera.

e When using Windows Vista, Windows 7, Windows 8, Windows Server 2008, or Windows Server 2012, do not store the Firmware Tool
executable file (NetworkCameraFWUP.exe) in “C:\Windows” or “C:\Program Files”. Log files may not save properly if you do so.

e Close all other applications before using Firmware Tool. In addition, make sure the cameras are not connected to other applications,
including the software installed on the cameras, VK-64/VK-16 Viewer, RM-Lite Viewer, etc.

¢ Modified or processed firmware files cannot be used with this tool.

e |f the font size is set to [Extra Large Fonts] or [Large Fonts], the text for window titles may be truncated.
e Use the tool in a stable network environment, such as an intranet.

e SSL encrypted transmission is not supported.

e Firmware update via a proxy server is not supported.

e Firmware updates will not change the settings on the cameras.

¢ |f you click the [Browse] button and specify a nonexistent drive in the file selection dialog box in a Windows Vista, Windows 7, Windows
8, Windows Server 2008, or Windows Server 2012 environment, a system message may appear.



Icon

Description

[ Important

This symbol indicates other actions or information that should be noted. Important notes and restrictions
are provided.

E Note

Contains operational reference information or additional explanations.




2. Operating Procedure for Firmware Upgrade Tool

2.1. Starting Up

Double-click the ;f/} “NetworkCameraFWUP.exe” executable file to start Firmware Tool.
When this tool is started for the first time, the license agreement appears. (The license agreement also appears when the

tool is started for the first time after the tool version has been upgraded.)
After clicking [Agree], the camera information entry screen appears.

2.2. Specifying Cameras

There are two methods for specifying cameras to update.

® Entering information for each camera in the [Camera Information] screen (p. 5)
@ Loading camera information from camera specification files (p. 7)

2.3. Entering Information for Each Camera in the [Camera Information] Screen

Enter information for each camera in the [Camera Information] screen.

% Canen Network Camera Firmware Upgrade Tool = =@ =]
Camera Information
(D) —— tosteme: 182.168.100.102 TP port ® ®
@)— Protocal @ FTP PASY Mode Zlon
HTTP

(@—— namnistrator Account : root Administrator Password :  ssesse —_®
(8)——— Frmware Fie tiame : Di\Firmwrare bin iooooooocbin [_erowse. ]

(D)—— il settinge: [TIRevert to It Settngs [ Add Camera Information —_—®

Add from a Camera Specification File |
1»—— Number of camera
information entries

Initial Settngs
cooeocbin Not Restore

Host Name HTTPPort  Protocol Administrator Account
192.168.100,101 80 FTP PASV Mode root

——— Camera information list

[Csm ) et

@® Host Name
Enter the camera’s host name or IP address.

@ HTTP Port (default: 80)
Enter the camera’s HTTP port number.

® Protocol (default: FTP, FTP PASV Mode - On)
Select from [FTP] or [HTTP] for the connection method.
When selecting [FTP], specify whether to enable/disable [FTP PASV Mode].
For VB-C60/VB-C500, select [FTP].

@ Administrator Account (default: root)
Enter the user name of the camera's administrator account.

® Administrator Password
Enter the camera’s administrator password.



® Firmware File Name
Enter the name of the firmware file to update (absolute path).
You can also click [Browse] to select the file from the file selection dialog box.

@ Initial Settings (default: not selected)
Specify whether to restore the initial settings after the update is complete.

Add Camera Information
Click [Add Camera Information] to register the information entered during steps @ to @ to the camera information
list.

a Note

e You can specify an IPv6 address as the host name.

¢ The information for up to 30 cameras can be registered. The number of camera information entries that have been registered is
displayed halfway down the screen on the right side.

Example) 5/30 - - - Information for five cameras has been registered (max. 30)
©® Start
Click [Start] to execute the firmware update process.
1 Canon Network Camera Firmware Upgrade Tool == =
Camera Information
Host Name : 192.168.100.102 HTTP Port 80
Protocol ; @ FTP FTP PASV Mode [@lon
HTTP.
Administrator Account root Administrator Password : ~ sesess
Firmuere File Name D: Firmware\binbocoooook.bin [ Browse...
Initial Settings: [T]Revert to Initial Settings [ Add Camera Information
Add from a Camera Specification File
2/30

Host Name HTTP Port Protocol Administrator Account Firmware File Name Initial Settings
192.168.100.101 80 FTP PASV Mode: root D: \Firmware \binixxxxxxxx . bin Not Restore
192.168.100.102 80 FTP PASV Mode: root D: \Firmware hin'pooocoood. bin Not Restore

E Note

¢ To update the firmware for multiple cameras, repeat steps @ to ®.

e \When updating a large number of cameras, we recommend loading the camera information from a camera specification file to save time.
For details on firmware update using camera specification files, see section “2.4. Loading Camera Information from Camera
Specification Files”. (p. 7)



Operating Procedure for Firmware Upgrade Tool

The progress of firmware update is displayed in a dialog box, and the cameras restart automatically after update is

complete.

== x

4 Log List - Canon Netwark Camera Firmware Upgrade Tool

Status:  Transferring the firmware to the camera.

HostName : 192.168.100,101
8609.0 / 14497.7 Kbytes

1/2

Code  Dateand Time Host Name Message
[Bloot 2012702724 14:33:33 Processing started,

i

Stop Close

When the firmware update is complete, the results are displayed in the log list screen.
If the firmware for multiple cameras was updated, the results are displayed as a log each time update completes for a

camera.

o S

4 Log List - Canon Netwark Camera Firmware Upgrade Tool

Status:  Processing completed.

Host Name : 192.168.100.102

2/2
Code  Dateand Time Host Name Message
[Bloot 2012702724 14:33:33 Processing started,
192,168.100.101  Processing completed successfully [Ver. 1.0.0 6586 —> Ver, 1.0.0 608€].

Bloos  2012/02/24 14
Eloos  2012/02/24 14:45:
Blooz  2012/02/24 14:45:94 Processing completed.

192.168.100.102  Processing completed successfully [Ver, 1.0.0 6585 —> Ver. 1.0.0 6088].

i

Close

For details on logs, see section “2.6. Displaying and Saving Logs”. (p. 12)

2.4. Loading Camera Information from Camera Specification Files

This method saves time when updating the firmware for multiple cameras at the same time.
Use the [Add from a Camera Specification File] button to register camera information.
ol ® e

4 Canon Network Camera Firmware Upgrade Tool

Camera Information

Host Name : HITP Port :

Protocol @ FIP FTP PASV Mode : #lon
Sluu

Administrator Account : root Administrator Password :

[ Browse...
[ Revert to Inifial Settings ( ‘Add Camera Information

o from a Caera speaneztenrie || —— (1)

Firmware File Name :

Initial Settings:

0/

Host Name HTTPPort  Protocol Administrator Account Firmware File Name Initial Settings




@ Add from a Camera Specification File
A camera specification file is a CSV-format file that contains information on the cameras for which you want to

update the firmware.

Camera specification files must be created in advance. (p. 9)

When you click [Add from a Camera Specification File] and select a previously created CSV file, the camera
information is loaded and added to the camera information list.

4 Canon Network Camera Firmware Upgrade Tool

@Qq "<« Volume (D) b Firmware »

O

)

Organize v New folder

[ Favorites

B Desktop . bin
& Downloads || NetworkCameraFWUP.csv
% Recent Places

i Libraries L

| Documents

o Music

=] Pictures

B8 videos

18 Computer
&, Local Disk (C:)
—a Volume (:)

= Removable Disk| =

File name:  NetworkCameraFWUP.csv

- 0 @

Name Date modified

- | CSV Files (.cs) -

Type

File folder

CSV File

e A camera specification file should be created in CSV format, and contain the following information in the

following order.

ltem

Description

Remarks

® Host name

Camera’s host name or IP address

Entry required

@ User name

User name of the camera’s administrator

Default when omitted: root

® Password

Camera’s administrator password

Entry required

Default:

VB-C60/B — VB-C60

Camera other than the above — camera

@  Firmware file name

Name of firmware file to be updated
(absolute path)

Entry required

® HTTP port number

Camera’s HTTP port number

Default when omitted: 80

® FTP PASV mode

FTP PASV mode enable flag
0: disable
1: enable

Default when omitted: 1 (enable)
Unavailable when specifying “HTTP” for
Protocol

@ Initial settings

Restore initial settings flag
0: do not restore
1: restore

Default when omitted: 0 (do not restore)

Protocol

FTP/HTTP connection method specification
flag

0: FTP

1. HTTP

Default when omitted: 0 (FTP)




Operating Procedure for Firmware Upgrade Tool

Examples of camera specification files

* Include the tool name and the file format version (Ver.1.0) in the first row as header information, and list camera
information in the second and subsequent rows (one row per camera).

<Example of entry in Excel>

File format version ®FTP PASV mode
Tool name @Firmware file name ®Protocol
| | |
A B & D E F G H 1
1 |NetworkCameraFWUP Ver.1.0
2 |192.168.100.101 root camera  D:\Firmware\bin\xoooooo.bin 80 1 0 0
I
®Host name ®Password @Initial settings
@User name ®HTTP port number

e Use decimal digits when entering numbers.
Always use decimal digits when entering values for the host name IP address (IPv4), HTTP port number, FTP PASV
mode, initial settings, and protocol. If you use hexadecimal numbers or characters, all the information may not be added
to the camera information list.

* Information for up to 30 cameras can be added to the camera information list.
A camera specification file will fail to load if the number of camera information entries being added from the specification
file will bring the total number on the list to over 30.

* Omitting camera information
Except for the host name, password, and firmware file name, camera information items can be omitted. For the items that
can be omitted, see the table on p. 8.
If the host name, password, and firmware file name are omitted, the camera specification file will not be loaded.

[ Important

e Camera specification files require the inclusion of the administrator password. Please take care when handling this data.

e |f the entries in the camera specification file are separated by characters other than a comma or there are blank lines in the file, the file
will not be loaded.

@ Note

e When using Microsoft Excel to create a camera specification file, select the “CSV (Comma delimited) (*.csv)” format when saving the file.

e |f you create a camera specification file using a text editor, like Notepad, save the file with a “.csv” file name extension.



@ Start
Click [Start] to execute the firmware update process.

4 Canon Network Camera Firmware Upgrade Tool [ = =

Camera Information

HostName : HTTP Port : 80

Protocol Cla FTP PASV Mode : [@lon

7 HTTP.

Administrator Account : root Administrator Password :

Frmware Fie Name

Initial Settings: [T Revert to Initial Settings Add Camera Information

Add from a Camera Specfication Fie
2/30

Host Name HTTP Port Protocol Administrator Account. Firmware File Name Initial Settings
192.168.100. 101 80 FTP PASV Mode: root D \Firmwvare Ybinboooooooe.bin Not Restore
192,168.100.102 80 FTP PASV Mode: root D \Firmwrare \inxxxxaxox . bin Not Restore

The progress of firmware update is displayed in a dialog box, and the cameras restart automatically after the
update is complete.

4 Log List - Canon Network Camera Firmware Upgrade Tool |l |

Status:  Transferring the firmware to the camera.

HostName : 192,168, 100,101
8609.0 / 14497.7 Kbytes
|

1/2

Code  DateandTime Host Name Message
oo 2012/02/24 14:33:38 Processing started.

@ Note

If you access a camera after firmware update is complete, and the contents of the software installed on the camera and the contents of its
settings pages are not updated, open the Internet Options screen for Internet Explorer, and delete the temporary files.

10



Operating Procedure for Firmware Upgrade Tool

When the firmware update is complete, the results are displayed in the log list screen.
If the firmware for multiple cameras was updated, the results are displayed as a log each time the update

completes for a camera.

:Eﬁ

4 Log List - Canon Network Camera Firmware Upgrade Tool

Status:  Processing completed.

Host Name : 192, 168.100. 102

2/2
Code  Date and Time Host Name Message
[Bloor  2012/02/24 14:33:38 Processing started.
[EHoos  2012/02/24 14:40:12 192.168,100.101  Processing completed successfully [Ver. 1.0.0 6586 —> Ver. 1.0.0 6088].

[Bloos  2012/02/24 14:45:44 192.168.100.102  Processing completed successfully [Ver. 1.0.0 6586 —> Ver. 1.0.0 6088].
[Eooz  2012/02/24 14:45:44 Processing completed.

i

Stop Close

For details on logs, see section “2.6. Displaying and Saving Logs”. (p. 12)

2.5. Deleting Camera Information

Select the camera information entry from the list, and click [Delete Camera Information].

=)o s

& Canon Network Camers Firmware Upgrade Tool

Camera Information

Host Name ¢ 192.168.100.102 HITP Port : 80

Protocal : @ FTP FTP PASV Mode &on
HTTP

Administrator Account root administrator Password | eseeee

Firmware File Name D \Firmware\bin'wxoaxx.bin Browse.
Initial Settings: [TIRevert to Initial Settings ‘Add Camera Information
Add from a Camera Specification File

2/30
Host Name HTTRPort  Protocol Administrator Account Firmware Fie Name Iritial Settings
| 192.163.100,102 |80 | FIPPASVMode D: Firmware bin booaooco:.bin NotRestare. '—

Delete Camera Information

11



2.6. Displaying and Saving Logs

When you execute the firmware update, the results are displayed in a log list and a log file is automatically saved.
The log file is automatically saved in the same folder as the Firmware Tool executable file, “NetworkCameraFWUP.exe”.

The log file is saved under the file name “NetworkCameraFWUP.log”.

£ Log List - Canon Network Camera Firmware Upgrade Tool (e
Status : Processing completed.
HostName : 192.168.100,102
2/2
Code Date and Time Host Name Message
Bloor  2012/02/24 14:33:38 Processing started,
[Bloos  2012/02/24 19:90:12 192,168,100, 101 Processing completed successfully [Ver. 1.0.0 6586 —> Ver. 1.0.0 6088].
004 2012/02(24 14:45:44 192,168,100, 102 Processing completed successfully [Ver, 1.0.0 6586 —= Ver. 1.0.0 6088],
[Blooz  2012/02/24 14:45:44 Processing completed,

b Close

a Note

¢ |f alog file already exists, new log information will be added to that file.

e [f the log cannot be saved automatically, the log file can be saved manually. A [Save] button appears on the Log List window. Click
[Save] to display the save dialog box, then enter a name for the log file and specify the destination folder.

2.7. Version Information

Click the icon in the top left corner of the Firmware Tool screen to display the menu.
Select [About Canon Network Camera Firmware Upgrade Tool] from the menu to display the version information dialog box.

E Note

The version information can only be displayed from the camera information entry screen.

12



3. Message List

3.1.

Message List

The first digit of each message code indicates the message level as follows.

Code Description
000 series Information message
100 series Parameter errors (incorrect camera information entered, incorrect camera specification file
specified, etc.)
200 series Model and version errors (incompatible models, version errors, etc.)
300 series Communication errors
400 series File-related errors

3.2.

Error Messages

another client, or the previous upgrade might have
completed unsuccessfully. Try again several minutes
later.

Code Message Description

107 Please specify a firmware file name. The firmware file has not been specified.

110 Please specify a FTP PASV mode flag correctly. An appropriate value (0 or 1) has not been specified
for the FTP PASV mode flag.

112 Please specify the “Initial Settings” flag correctly. An invalid value has been specified for the initial
settings flag in the camera specification file.

120 Exceed the maximum number of camera information. | The maximum number of camera information entries

No more camera information can be added. that can be added to the list has been exceeded. The
maximum is 30 entries.

202 The specified firmware file is invalid or broken. An invalid firmware file has been specified.

204 The specified firmware file cannot be installed A firmware file whose version is identical to or older
because the same or later version of the firmware has | than the currently installed firmware has been
already been installed. specified.

206 The specified firmware file cannot be installed The model name of the firmware file and the model of
because it is incompatible with the specified camera. | the connected camera do not match.

210 Please contact the product support. The firmware update could not be processed for

reasons unspecified.

214 Please contact the product support. The firmware update was aborted due to a failure to
switch from debug mode.

215 Please contact the product support. The firmware update was aborted due to a failure to
stop the image capture and upload functions.

301 Failed to connect to the camera. Either communication failed due to a failure to locate
the camera, communication error, communication
rejection, timeout, etc., or an HTTP connection was
specified for VB-C60/VB-C500.

303 Failed to transfer the firmware. The camera will be A communication error occurred while firmware
rebooted to cancel the upgrade process. Try again transfer was in progress. The cameras will restart
several minutes later. automatically.

309 Firmware upgrade completed unsuccessfully. The Failed to confirm connection of the camera after
camera’s firmware might be corrupted. If you cannot | restart.
access the camera after waiting about 10 minutes,
please contact the product support.

310 The specified camera might be being upgraded by Firmware update may be being processed from

another PC, or a previous firmware update may not
have completed.

13




Code

Message

Description

313 Failed to restore the specified camera to the initial Failed to restart the camera automatically with the
settings. If you cannot access the camera after initial settings after firmware update completed.
waiting several minutes, please contact the product
support.

406 The specified firmware file cannot be found. The firmware file does not exist, or a file path that
includes prohibited characters (\/?: *" > < |) is
specified.

408 Failed to read the camera specification file. Please The camera specification file could not be read due

check the contents of the file. to problems, such as the file format being incorrect,
the file being read-protected, etc.

413 The camera specification file cannot be used with this | The current version of the tool does not support the
firmware upgrade tool because of incompatible version of the camera specification file.
version.

414 Cannot access the file. Another application is using it. | The camera specification file was read while it was

being used by another process.

The log file is not saved yet. Are you sure you want to
start the firmware upgrade process?

The [Start] button in the camera information entry
screen was clicked with the log file unsaved and with
the log dialog box still open.

The log file is not saved yet. Are you sure you want to
close the log window?

The [Close] button in the log dialog box was clicked
with the log file unsaved.

14
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